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A theoretical scheme for controlled and secure direct communication is proposed. The communi-
cation is based on GHZ state and controlled quantum teleportation. After insuring the security of the
quantum channel (a set of qubits in the GHZ state), Alice encodes the secret message directly on a
sequence of particle states in the GHZ state and transmits them to Bob, supervised by Charlie using
controlled quantum teleportation. Bob can read out the encoded messages directly by the measure-
ment on his qubits. In this scheme, the controlled quantum teleportation transmits Alice’s message
without revealing any information to a potential eavesdropper. Because there is not a transmission
of the qubit carrying the secret messages between Alice and Bob in the public channel, it is com-
pletely secure for controlled and direct secret communication if a perfect quantum channel is used.
The feature of this scheme is that the communication between two sides depends on the agreement

of a third side.
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Cryptography is an art to ensure that the secret mes-
sage is intelligible only for the two authorized parties
of communication and can not be altered during the
transmission. It is generally believed that cryptogra-
phy schemes are only completely secure when the two
communicating parties establish a shared secret key
before the transmission of a message. It is trusted that
the only proven secure crypto-system is the one-time-
pad scheme in which the secret key is as long as the
message. But it is difficult to distribute securely the se-
cret key through a classical channel. Fortunately, peo-
ple did discover protocols for secure key distribution.
As shown in a seminal paper by Bennett and Brassard
in 1984 [1], Alice and Bob can establish a shared secret
key by exchanging single qubits, physically realized
by the polarization of photons, for example. The secu-
rity of this quantum key distribution is guaranteed by
the principle of quantum mechanics. Up to now there
have been a lot of theoretical quantum key distribution
schemes, such as in [1-19].

Recently, a novel quantum direct communication
protocol has be presented [20-22] that allows secure
direct communication, where there is no need for es-
tablishing a shared secret key and the message is deter-

ministically sent through the quantum channel, but can
only be decoded after a final transmission of classical
information. Bostrom and Felbinger [23] put forward
a direct communication scheme, the "ping-pong proto-
col”, which also allows for deterministic communica-
tion. This protocol can be used for the transmission of
either a secret key or a plaintext message. In the latter
case, the protocol is quasi-secure, i. e. an eavesdropper
is able to gain a small amount of message information
before being detected. In case of a key transmission the
protocol is asymptotically secure if a perfect quantum
channel is used. But it is insecure if it is operated in a
noisy quantum channel, as indicated by Wojcik [24].
There is some probability that a part of the messages
might be leaked to the eavesdropper, Eve, especially
in a noisy quantum channel, because Eve can use the
intercept-resending strategy to steal some secret mes-
sages even though Alice and Bob will find out her in
the end of the communication. More recently Deng et
al. [25] suggested a two-step quantum direct communi-
cation protocol using an Einstein-Podolsky-Rosen pair
block. It was shown that it is provably secure. However
in all these secure direct communication schemes it is
necessary to send the qubits carrying secret messages
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in the public channel. Therefore, Eve can attack the
qubits in transmission. Yan and Zhang [26] presented a
scheme for secure direct and confidential communica-
tion between Alice and Bob, using Einstein-Podolsky-
Rosen pairs and teleportation [27]. Because there is not
a transmission of the qubits carrying the secret mes-
sages between Alice and Bob in the public channel, it
is completely secure for direct secret communication if
a perfect quantum channel is used.

Quantum teleportation was invented by Bennett et
al. [27] and developed by many authors [28—29]. The
controlled quantum teleportation scheme was first pre-
sented by Karlsson and Bourennane [28], with very
similar ideas also in the quantum secret sharing pa-
per of Hillery et al. [19]. In [28, 19] the entanglement
property of the GHZ state is utilized. According to the
scheme, a third side is included, so that the quantum
channel is supervised by this additional side. The sig-
nal state can not be transmitted unless all three sides
agree to cooperate.

In this paper we design a scheme for controlled and
secure direct communication based on the GHZ state
and controlled quantum teleportation. The feature of
this scheme is that the communication between two
sides depends on the agreement of the third side.

The new protocol can be divided into two steps, one
is to prepare a set of triplets of qubits in the GHZ state
(quantum channel), the other is to transmit messages
using controlled quantum teleportation.

Preparing of the Quantum Channel

Suppose that Alice, Bob, and Charlie share a set of
triplets of qubits in the GHZ state

1
ﬁ(|000>
Obtaining these triplets of particles in the GHZ state
could have come about in many different ways; for ex-
ample, Alice, Bob or Charlie could prepare the triplets
and then send one qubit of each triplet to each of the
other two persons (that is, one of them generates and
shares each of the triplets with the other two people.).
Alternatively, a fourth party could prepare an ensemble
of particles in the GHZ state, and ask Alice, Bob, and
Charlie to each take a particle (A, B, C, respectively)
in each triplet. Or they could have met a long time
ago and shared them, storing them until the present.
Alice, Bob, and Charlie then choose randomly a sub-
set of qubits in the GHZ state, and do some appropri-

|@" ) pc = |111)) aBC- @

ate tests of fidelity. Passing the test certifies that they
continue to hold sufficiently pure, entangled quantum
states. However, if tampering has occurred, Alice, Bob,
and Charlie discard these triplets, and a new set of
qubits in the GHZ state should be constructed.

Secure Direct Communication Using Controlled
Teleportation

After insuring the security of the quantum chan-
nel (GHZ state), we begin controlled and secure di-
rect communication. Suppose that Alice has a parti-
cle sequence and she wishes to communicate informa-
tion to Bob supervised by Charlie. First Alice makes
her particle sequence in the states, composed of |+)
and |—), according to the message sequence. For ex-
ample, if the message to be transmitted is 101001, then
the sequence of particle states should be in the state
[-+)|=)+)|=)|—)|+), i.e. |+) and |—) correspond to 1
and O respectively. Here

1 1
ﬁ(|0>+ 1), =) ﬁ(\0> 11). @
Remarkably, quantum entanglement of the GHZ
state can serve as a channel for transmission of a mes-
sage encoded in the sequence of particle states. This
is the process called controlled quantum teleportation
[28, 19], which we now describe. Suppose the quan-
tum channel |@*)agc shared by particles A, B and
C belong to Alice, Bob, and Charlie, respectively. In
components we write the signal state carrying a secret
message

+) =

¥)o = —=(10) +b[1))o, ®3)

=
7
where b =1 and b = —1 correspond to |+) and |—)
respectively. The quantum state of the whole system
(the four qubits) can be written as

I‘f’>D\<D+>ABc
7<|0>+b\ >>D%<|000>—|111>>ABC
1
=3 72(\oo>+|11>) 7(\oo> b[11))sc
11 1 (4)
+§-ﬁ(|00>—\11>) 7(|OO>+b|11>)
+%.%(|01>+\10>) 7(b|00> |11))ec
11 1
+§.E(|01>—\10>) 7( bj00) —[11))sc
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Now Alice performs a Bell state measurement [30, 31]
on the qubits DA and then broadcasts the outcome of
her measurement. Dependlng on Alice’s four possible
measurement outcomes —= (\00) + |11>)DA, —2(|00> -

[11))oa, 5(101) + \1O>)DA and =5(/01) — [10))pa,
Bob and/or Charlle can transform the qubits BC to the
common form

1
¥ge = —
¥)BC \/i(
by the corresponding transformations Ig ® (]|0)(0| —
DAe, le®le, (0)A]+ [1)(0])s @ (—[0)(1] +
11)(0])c and (—[0)(1] — [1)(0)s @ (|0) (1| + 1) (O])c.
respectively.

As a matter of fact, at this moment, neither Bob nor
Charlie can obtain the signal state % (10) +b|1)) with-

out the cooperation of the other one.

If Charlie would like to help Bob for the quantum
teleportation, he should just measure his portion of BC,
namely qubit C, on the base {|+)c,|—)c}, and trans-
fer the result of his measurement to Bob via a classical
channel. Here the state of the qubits BC can be ex-
pressed as:

|00) +bj11))sc ®)

¥)Bc = (|00> +b[11))sc

(10) +b[1))sl+)c (6)

§|Hﬂ|

7
1
+ 7510 =bL)sl-)e].

Once Bob has learned Charlie’s result, he can “fix
up” his state, recovering |'¥') p, by applying an appro-
priate unitary transformation. In fact, according to the
two possible results |+)c and |—)c, Bob can perform
the corresponding transformations Ig and (]0)(0] —
11)(1])s, respectively, on qubit B to obtain the signal
state,

1
¥)e \/E(
Then Bob measures the basis {|+),|—)} and reads out
the messages that Alice wants to transmit to him.

It is undeniable that this process of controlled quan-
tum teleportation has similar notable features of the
original quantum teleportation [27] which was men-
tioned in [26]. For instance, the process is entirely
unaffected by any noise in the spatial environment

10) +bl1))s. )

between each other, and the controlled teleportation
achieves perfect transmission of delicate information
across a noisy environment and without even knowing
the locations of each other. In the process Bob is left
with a perfect instance of |¥) and hence no partici-
pants can gain any further information about its iden-
tity. So in our scheme controlled quantum teleportation
transmits Alice’s message without revealing any infor-
mation to a potential eavesdropper, Eve, if the quan-
tum channel is in perfect GHZ state (perfect quantum
channel).

The security of this protocol only depends on the
perfect quantum channel (pure GHZ state). Thus, as
long as the quantum channel is perfect, our scheme is
absolutely reliable, deterministic and secure.

Of course we should pointed out that testing of the
security of the quantum channel is necessary, since a
potential eavesdropper may obtain information as fol-
lowing:

(1) Eve can use the entanglement triplet in
the GHZ state to obtain information. Suppose
that Eve has triplets of qubits EFG in the state
%(|OOO> —|111))grc. When Eve obtains particles B
and C (the other cases are similar to this) in preparing
the GHZ state, she performs a measurement on the

particles BCE using the base {%(\000> — |111)),
73(1000) +[111)), =5(001) — [110)), 25(|001) +
110)),  45(1010) — [101)), L5(|020) + [101)),
%(|1oo> — |011)), %(|1oo>+|011>)}. From the
expression

|®) aBc| P )ErG =

;[%uoow 111))ace f<\000> 111))ar
7<|ooo>+|111>>BCE Z5(1000) + 111))ase g
7<|001> 1110))sce }( 011) + [100)) ac
\/_(|001>+|110>)BCE\/1_( |011) — |100)) AFG | -

we can read off the possible post-measurement
states of the particles AFG %(|OOO> — |111)) aFG,

%(|OOO> + |111))arc, %(—\01” + |100))aFc
%(—\Olb — |100))arc depending on Eve’s possi-
ble measurement outcomes %(\000> — |111))Bce,
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5(/000) + |111))gce, 75(/001) — [110))sce and
%(\OOD + ]110))gcE, respectively. Then Eve trans-

mits the particles B and C to Bob and Charlie,
respectively. Alice, Bob, and Charlie proceed as
usual, since they do not know that there is a po-
tential eavesdropper intercepting and resending
their particles if they do not test the quantum chan-
nel. Therefore a part of messages might be leaked
to Eve.

However, by testing the quantum channel, Alice,
Bob, and Charlie can find Eve and avoid the informa-
tion being leaked. In fact after the measurement per-
formed by Eve, there is not any correlation between the
particles A and B and particles A and C. So, when Al-
ice, Bob, and Charlie perform measurements on one-
self’s particle using the base {|0),|1)} independently,
the results will be random without any correlation. If
this case occurred, they can assert that an eavesdrop-
per exists, and the triplets in the GHZ state should be
discarded.

(2) Eve can obtain information by coupling the
qubits in the GHZ state with her probe in preparing the
GHZ state. In this case Alice, Bob, and Charlie can also
test whether the quantum channel is perfect or not by
the following strategy: They select at random a subset
of triplets of qubits in the GHZ state. All three measure
ox on some of the particles at their disposal, oy on the
others, and then inform each other of the measurement
outcomes and the corresponding operators. When two
of the friends measure oy and the third measures ox on
a triplet, and all three of them measure oy on triplet,
it just so happens that |®@ ™) agc is an eigenstate of the
three operator products 6, ¢ 6y, Gy 0y O, G Oy Oy
with eigenvalue 1 and is also an eigenstate of 62620
with eigenvalue —1. (Here o Alice’s spin, o2 oper-
ates on Bob’s, etc.) Thus, if Alice, Bob, and Charlie all
measure oy, they may obtain —1, —1, —1or —1,1,1
orl, —1,1or1,1, —1respectively; if two measure oy
and the third measures oy, they may obtain 1, 1, 1 or 1,
—1,—1or-1,1, —1or -1, —1, 1 respectively; only
these results are possible (i.e. these results are com-
plete correlation.). Here we can say that Eve does not
exist. However, if other outcomes appear or measure-
ment outcomes are not complete correlation, they can
affirm that a potential Eve exists and has coupled the
triplets of qubits in the GHZ state with her probe. The
reason is as follows:

As a matter of fact, the overall state of the qubits of
Alice, Bob, Charlie, and Eve in general form is
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'¥') aBcE = |000) |€000) +001)|€001)
+010) |€o10) +[011)|€011)
+ |100) |e100) + [101)|€101)
+1110)|e110) + [111) |€111),

©)

where |gjk) (i, j,k = 0,1) is a state of Eve’s particles.
Suppose that |¥)asce is an eigenstate of ool

with eigenvalue —1, it must be

¥)gce — i2<|ooo> —|111))ehoo)
1
+ L (j001) — 1110))|ehe)
\{i 01 (10
+ ?(01@ —[101))|ep;o)
+Z5(]011) — [100) ey ).

At the same time, assume that |¥)agce is also an
; A-B_-C _A A_B _C i
eigenstate of oy'oc oy, oy'0 0y, oy'0y 0, With

eigenvalue 1, so |'¥') asce must be

1
|'¥) ABCE = 72(\000> —[111))|efoo)- (11)

From this fact we conclude that as long as
|¥)asce is the simultaneous eigenstate of the opera-
tors oy oy 0y, 0y 0, Oy, Oy Oy 0y’ and oy oy o With
the eigenvalues 1, 1, 1, and —1 respectively, there is no
entanglement between Alice, Bob, and Charlie’s par-
ticles and Eve’s particles. So, when Alice, Bob, and
Charlie confirm that their qubits are in complete cor-
relation, then Eve can not obtain any information. If
the situation is not the case, evidently there is a po-
tential eavesdropper. We should abandon the quantum
channel.

In one word, under any case, as long as an eaves-
dropper exists, we can find her and insure the security
of the quantum channel to realize controlled and secure
direct communication.

In summary, we give a scheme for controlled and
secure direct communication. The communication is
based on the GHZ state and controlled teleportation.
After insuring the security of the quantum channel
(GHZz states), Alice encodes the secret messages di-
rectly on a sequence of particle states in the GHZ state
and transmits them to Bob by teleportation supervised
by Charlie. Evidently controlled teleportation trans-
mits Alice’s messages without revealing any informa-
tion to a potential eavesdropper. Bob can read out the
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encoded messages directly by the measurement on his
qubits. Because there is not a transmission of the qubit
which carries the secret message between Alice and
Bob, it is completely secure for controlled and direct
secret communication if a perfect quantum channel is
used.

Teleportation has been realized in the experiments
[32-34], therefore we hope that our protocol for con-
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